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FINANCIAL SERVICES SECTOR 
06 July 2021           LIR #210706007 

References in this LIR to any specific commercial product, process or service or the use of any corporate name herein is for informational purposes only and does 

not constitute an endorsement, recommendation, or disparagement of that product, process, service or corporation on behalf of the FBI. 

 

FBI Dallas, Houston, and Chicago Field Offices, in coordination with the FBI’s Office of Private Sector 

(OPS), prepared this Liaison Information Report (LIR) to inform partners in the Financial and Commercial 

Services Sectors of Houston-based actors targeting drive-thru bank and credit union automated teller 

machines (ATMs) nationwide using hook and chain-style tactics, techniques, and procedures. Throughout 

2020, criminal actors originating from eastern Texas traveled throughout the United States conducting bank 

ATM burglaries using hook and chain-style attacks, resulting in significant financial losses and property 

damages. In calendar year 2020, financial institutions reported a total loss of $28.18 million from hook and 

chain-style burglaries with an average loss of $43,622 per burglary. This LIR complements LIR 210125002: 

TLP GREEN “Automated Teller Machine Theft and Attack Tactics in Connecticut and Massachusetts” by 

highlighting similarities in tactics. 

 

Hook and Chain-Style Tactics, Techniques, and Procedures 

 

Hook and chain-style attacks on drive-thru ATMs typically occur 

between 2300 hours and 0600 hours. Criminal actors attach one 

end of a chain or cable to an ATM and the other to the rear of a 

vehicle which is typically stolen and can be quickly accelerated 

to force open the ATM’s safe door. If successful, they seize cash 

cassettes from the safe; abandon the stolen vehicle, chain, and 

other tools; and flee in an awaiting vehicle. The ATM breach, 

successful or not, damages the ATM and surrounding physical 

structure, usually causing more than $45,000 in property losses, 

and potential cash losses typically exceed $150,000. 

 

Houston-based ATM Burglary Crew Activity  

 

Since 2018, multiple Houston-based actors have been arrested 

for ATM crimes in approximately 20 states with some suspects conducting ATM burglaries in multiple states. 

Throughout 2020, criminal actors conducted online searches of potential target cities, crime rates, and photos 

of potential ATMs to burglarize. ATMs with double doors that open outwards and horizontally with no 

security bars were the easiest to defeat via hook and chain-style attacks. Criminal actors typically rented one 

or two vehicles to travel from Houston to the target city.  Houston-based actors typically stole older model 

Ford F-250 or F-350s the night of the burglary as these trucks were easy to steal and had the required power to 

pull the ATM safe door open. Actors attached chains to the rear of the stolen vehicle, drove straight to the 

target ATM and used pry bars to open the outer doors. Criminal actors then secured hooks and the chain to the 

Houston-Based Automated Teller Machine Burglary Crews Pose a Risk to the Banking 

Industry Nationwide 

Example of an Ideal ATM to Target According to 

a Member of a Houston-Based Crew. 

 

 
Source: Online newspaper article | ABC St. Louis | “Crooks 
steal $40K from Texas bank ATM; only took two minutes, say 

deputies” | 20 April 2020 | abcstlouis.com/news/nation-

world/crooks-steal-40k-from-bank-atm-only-took-two-minutes-

say-deputies-04-20-2020 | accessed on 14 June 2021 



 TLP:GREEN. 

Page 2 of 3 

 

 TLP:GREEN. 

safe door and used the stolen vehicle in an attempt to pull open the safe door to access the ATM cassettes. The 

criminal actors wore gloves and facial coverings during the burglary, but otherwise there was no specific 

clothing worn. 

 

Houston-based actors purchased tools used to conduct the burglaries, such as pry bars, chains, tow hooks, and 

hammers from various commercial stores, but avoided stores requiring identification. Tools were commonly 

left on scene or in the stolen vehicle after the burglary. Criminal actors typically stay in motels or hotels 

within close proximity to the ATMs they burglarize in order to exit roadways quickly after a burglary. 

 

Mitigation Strategies: 

 

Law enforcement and industry experts have identified the following strategies for businesses to consider to 

help mitigate financial losses due to property damage and/or theft of funds: 

 

• Installing security cameras to capture activity near ATMs 

• Securing/bolting ATMs to the floor 

• Limiting amount of cash in ATM cash drawers 

• Using a safe slot blocker to strengthen the safe door 

• Using a decal identifying the ATM as being reinforced and protected from a hook and chain breach. 

• Conducting site assessments and identifying the most secure location for ATM placement 

 

OPS’s Information Sharing and Analysis Unit disseminated this LIR; please direct any requests and questions 

to your FBI Private Sector Coordinator at your local FBI Field Office: https://www.fbi.gov/contact-us/field-

offices 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.fbi.gov/contact-us/field-offices
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Traffic Light Protocol (TLP) Definitions  

 

Color When should it be used? How may it be shared? 
TLP:RED  

 
Not for disclosure, restricted 

to participants only. 

Sources may use TLP:RED when information 
cannot be effectively acted upon by additional 

parties, and could lead to impacts on a party's 

privacy, reputation, or operations if misused. 

Recipients may not share TLP:RED information with any parties outside 
of the specific exchange, meeting, or conversation in which it was 

originally disclosed. In the context of a meeting, for example, TLP:RED 

information is limited to those present at the meeting. In most 
circumstances, TLP:RED should be exchanged verbally or in person. 

TLP:AMBER  

 
Limited disclosure, restricted 

to participants’ 

organizations. 

Sources may use TLP:AMBER when 

information requires support to be effectively 
acted upon, yet carries risks to privacy, 

reputation, or operations if shared outside of 

the organizations involved.  

Recipients may only share TLP:AMBER information with members of 

their own organization, and with clients or customers who need to know 
the information to protect themselves or prevent further harm. Sources 

are at liberty to specify additional intended limits of the sharing: 

these must be adhered to. 

TLP:GREEN  

 
Limited disclosure, restricted 

to the community. 

Sources may use TLP:GREEN when 

information is useful for the awareness of all 

participating organizations as well as with 
peers within the broader community or sector. 

Recipients may share TLP:GREEN information with peers and partner 

organizations within their sector or community, but not via publicly 

accessible channels. Information in this category can be circulated widely 
within a particular community. TLP:GREEN information may not be 

released outside of the community. 

TLP:WHITE  

 
Disclosure is not limited. 

Sources may use TLP:WHITE when 
information carries minimal or no foreseeable 

risk of misuse, in accordance with applicable 

rules and procedures for public release. 

Subject to standard copyright rules, TLP:WHITE information may be 
distributed without restriction. 


